	Recommendation
	Description

	Soft

	Ethics is everything

	Rules of ethical conduct should be precisely defined along with what constitutes a morally acceptable behaviour. The company’s goals should always be pursued in compliance with the applicable standards – also through the implementation of the abridged Code of Conduct and Ethics.

	No excuse for bad decisions even if they bring good results
	Wrong, unethical decisions cannot be ignored even if they bring profits to the company – the end never justifies the means. The decision-making process requires due diligence and transparency.

	Lead by example
	The company owners and managers who behave in a fair and ethical manner have a positive effect on employee morale, which reduces the potential inclinations to commit fraud.

	Involve employees in decision-making
	Including employees in the decision-making process helps them feel co-responsible for the company, which increases their integrity.

	Never ignore a single case of even a minor misconduct
	It is necessary to react and hold employees accountable for all types of occupational fraud, from the smallest ones to those that bring significant losses to the company. Smaller transgressions, if uncontrolled, pave the way for larger problems. 

	Hard

	Reporting occupational frauds must be easy 
	Companies should implement fraud reporting mechanisms (via e-mail, regular mail, or a dedicated form on the company’s website), ensuring the anonymity of the information on the reported suspicious behaviour.

	Regular internal and external inspections and audits
	Companies need to conduct regular and unannounced inspections and audits, both internal and external.

	Constant monitoring
	The tasks performed by employees should be monitored and verified not only directly, but also based on performance reports.

	Division of responsibilities
	Responsibilities should be divided to avoid the situation when one employee is entirely responsible for one aspect (e.g. financial) of the company’s operations.

	Implement procedures for critical processes

	Critical processes in an organisation include those related to the circulation of cash or other funds and assets, as well as the recording and monitoring of the working time in the case of remote work. The necessary procedures must be implemented and then verified for compliance.

	Enterprise data analytics

	Regular analysis of data collected in the company’s systems makes it possible to verify business processes for any alarming signs or incidents that may be indicative of occupational fraud. 

	Employee training

	By organising and conducting training courses on occupational fraud prevention for all employees, companies increase awareness and show how to detect such incidents and why they happen in the first place. Once provided with this knowledge, people become more reluctant to behave in a fraudulent manner.

	Regular risk reviews and updates

	A systematic verification and updates on the identified occupational fraud risk types are recommended even if the company has not implemented a comprehensive risk management system.

	Provide employees with tools and resources necessary to achieve goals 
	While ambitious, the company goals should be realistic, and employees should have the appropriate resources and tools to achieve them. Otherwise, employees of SMEs may feel pushed to pursue the goals in a less ethical manner, thinking that their behaviour is justified.



